UNIT I

Critical System

Reliability, Safety and Security of Software systems.
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7.1 Critical System

|

’j. Whal is a Critical System 7

Critical System are the systems that are considered
the one on which a business or organization is almost
totally dependent for its very survival and prosperity.

— Critical systems require highly good quality, reiiable,
cost effective software for their integration.

— Successful development of critical systems s
dependent on well-defined and managed software
development and highly capable professionals.
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Fig. 7.1.1 : Types of Critical System
Safety-critical systems

Any failure in these systems result in injury, death or
damage to the environment.

Example : Chemical Plant system
Mission-critical systems
Any fallure in these systems result in the failure of
some expected goals.
Example : Spacecraft navigation system.
Business-critical systems s
Any failure in these systems result in high fina

loss.
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Example : Bank Accounting system.

2 System Dependability

the system i.e. the user’s degree of trust in that
system.

Usefulness and Trustworthiness are different - A
system need not have to be trusted to be useful.

Importance of Dependability

Systems those are not dependable that means,
systems that are not trustworthy, unreliable, unsafe
or insecure are rejected by their users.

}Jndependable systems may cause loss of valuable
information resulting in a high recovery cost.

Various Dimensions of Dependability

Availability : Ability of the system to deliver the
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Fig. 7.2.1 : Dimensions of dependability
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7.3 A Simple Safety Critical Syste
at e ysiem A. Influences on reliability
_ Example of a simple safety critical system is a 1. Hardware reliability : What is the failing probability of
software-controlled insulin pump. It is used by a hardware component and how long deces it take to
diabetic patient to measure the sugar level. repair that component?
_ Data flow in this system is as follows : The blood | 2« Software reliability : How frequently a software
sugar sensor observes the blood and analyzes the component produces an incorrect output?
sugar level in the blood by examining the blood | 3. Operator reliability : How likely the operator of a
parameters it then computes the insulin requirement system makes an error?
an% communicates it to 'fhe n?sulln clelwery_c?ntroller B. Reliability Terminologies
which commands the insulin pump to inject the :
insulin. 1. System failure : Occurs when the system does not
o ! deliver the requested service as expected by its users.
- Dependability factors of this insulin system are : . . H
2. System error : The system behaviour that is
o Availability : The insulin pump is available to unexpected by system users
deliver insulin whenever required to do so. 3. Systemn fault : Characteristic of a software system that
: . Use of + instead of — can
o Reliability : The insulin pump performs its can lead to a system error. Use instea
o Tt result in wrong calculations.
' i i the corre
function reliably and  delivers 4. Human error or mistake : Human behaviour that
amount of insulin. results in the introduction of faults into a system.

o Safety : The insulin pump does not deliverthe | & approaches for Reliability Improvement
excessive doses of insulin and it is potentially } . Sygidance : Use development techniques £
life threatening. minimize the possibility of mistakes before they result

74 in the introduction of the faults.
-..‘_______@’ ailability and Re'iggi_l.i_t-!—-———-"—“’ 2. Fault detection and removal : Use of verification and

he operatlonal

Availability : Ability of the system to
es at a point of

and able to deliver the requested servic
time.
o deliver the

Reliability : Ability of the system £ in a given
na

requested services over a specified time
'/ironment without any failure in normal use.

validation techniques to increase the probability of
detecting and correcting the errors pefore the system
is delivered. Removing A% of faults do not lmprow:
the reliability by A%. A study at IBM shou;eds;:la
removing 60% of faults improve the reliability by 37-
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Safety of the System ____——

safety Is a property that ;
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1. Primary safety-critical systems

2. Secondary safety-critical systems

Fig. 7.5.1 : Types of Simple Safety Critical System
1. Primary safety-critical systems

These are the embedded software systems whose
failure causes the associated hardware to fail and
directly threaten then users,

2. Secondary safety-critical systems

These are the systems whose failure indirectly results
in faults in other systems which car threaten the users
of the system.

An unexpected event which results. in
human death or injury, damage to property
or to the environment.

Example: A computer-controlled machine
Injuring its operator.

Hazard

A condition that causes or contributes to an
accident.

Example: A failure of the sensor that detects|
an obstacle In front of the machine.

e

sure of 1055 resulting from an a“ddenl

Mea
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example: Many people killed as a resy),
an accldent to minor Injury or prog
domage.
e

" |1he worst possible damage that could regs

:::::i‘:y from 2 particular hazard.
Example: Many people are killed just ¢
due to minor damage.

Hazard probability of the events _occurring :

Iprobability [create @ hazard. Probabllltvmva_lues fange
from probable (say, 1/100" chance)
unbelievable.

I e —— . =1

Risk Probability that the system will ause“‘
accident.

=

Ways to achieve Safety - : :

safety in a system can be achieved by following ways

Way of Safety Achievements I

1. Hazard avoidance

2. Hazard detection and removal

3. Damage control

Fig.7.5.2 : Way of Safety Achievements
Hazard avoidance
The system is designed so that some classes of hazards
cannot arise,

Hazard detection and removal

The system is designed so that hazards are identified

and deleted before the system meets any accidental
failure or damage,

Damage control

The system contains protection features that minimizé
the damage that May occur due to a hazard.
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3 Socurity 0 f the System 2. Corruption of data: The system components may be
7. altered due to hardware of software malfunction,
malware or virus infection.

3. Leakage of confidential information: Personal
information or confidential information may be

security IS an ability to protect the system from
accidental of intentional malicious attack such as viruses,

unauthorized use of service/data modification. exposed to unauthorized people.
Table 7.6.1 : Security Terminology B. Ways to achieve Security
— - - _E'___ = T o )
TP 5 e 1. Vulnerability avoidance; Design safe systems so that
. Term e the vulnerabilities can be avoided such as avoiding
: the external network connection.
Exposure :gi:;:‘i:::f data, t'r"eba"d t;fforts PUt | 2. Attack detection and elimination: Design safe
er atter a security breach. systems which can detect and remove the attacks
= T = - T before they result in an data exposure.
Vulnerabili eakness of the system that leads to
= Y lGes o hav Y S v 3. Exposure limitation: The consequences of an attack
should be immediately reduced by use of backup
— olicies which can help to restore the damaged

Attack Exploitation from the outside of the :11‘0 Fhation B 2 daneg
system to breach the security and cause )
some damage

Threats Circumstances that have potential to
cause loss or harm Q.1  What is a Critical System? State the types of

; critical system. :

Control Protective measure to reduce the " :
vulnerabilities and threats such as the | Q.2 Describe system dependability. What is its
encryption of the data. importance in critical systems? |

' Q.3 Explain the various factors of dependability in |
A. Damage due to insecurity detail.

1. DoS (Denial of Service) : It is an a'ttatfk meant th shut Q.4  State the two types of Safety-critical systems and
down a machine or network, making it inaccessible to i safety )
its intended users. This is accomplished by flooding
the target with traffic, or sending it information that Q.5 Describe the safety terminologies: hazard severity

triggers a crash | and hazard probability.
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